
 

 

FIB’s Procedures to Protect Privacy and Personal  

Information in anti-doping activities 
 

Scope 

This procedure relates to FIB’s “Policy on the protection of privacy and personal information in anti-

doping activities”. To implement the policy, FIB have established the following structure of privacy 

protection procedural areas: 

1. Organization 

2. Record of personal information processed 

3. Transparent processing of personal information 

4. Security breaches and complaints 

1.  Organization 

1.1   FIB 

FIB shall appoint a Privacy Protection Delegate (see appendix) with the resources necessary to fulfill 

the following tasks: 

 Monitoring FIB’s processing of personal information 

 Monitoring the compliance of internal privacy policies and procedures and propose 

amendments of them to FIB’s General Secretary when necessary 

 Act as FIB’s internal and external contact person on privacy protection 

The Delegate is not personally responsible for FIB’s processing of personal information, which still 

rests with FIB’s General Secretary and Board of Directors. 

1.2   Third-party agents 

FIB may contract third-party agents for any anti-activities, which also may process personal 

information (see appendix).  

2.  Record of personal information processed 

The record (see appendix) refers to personal information processed under FIB’s responsibility and 

shall include: 

 The purpose/criteria for the processing  

 Types of personal information processed 

 Potential disclosure of the information 

 Retention times 

 Security measures 

 Basis for the processing 

To reflect a fair and proportional processing of personal information, the record and FIB´s policy - 

shall be regularly assessed (at least every third year) to limit the processing of personal information to 

what is relevant in order to perform anti-doping activities in accordance with the WADC, International 

Standards and applicable law. 

 



3.  Transparent processing of personal information 

FIB shall inform athletes and other persons about the processing of their personal information. This 

information shall include: 

 Types of personal information processed 

 The purpose for which the personal information may be processed 

 The period for which the personal information will be stored 

 Categories of potential recipients of the personal information 

 The possibility and circumstances under which the personal information may be publicly 

disclosed 

 The athlete or other persons rights with respect to personal information and the means to 

exercise those rights 

 The procedure for submitting complaints to FIB or data protection authorities 

 Information about regulatory organizations and bodies that oversee FIB’s processing of 

personal information 

 Contact information to FIB and its Privacy Protection Delegate 

 Any other information necessary to ensure a fair and transparent processing of personal 

information 

Were FIB process personal information based on consent, the information to the persons concerned 

shall also include: 

 Information about the potential negative consequences that could arise from their eventual 

refusal to consent. 

 Information that regardless of any refusal to consent, or subsequent withdrawal of consent, 

processing of their personal information may still be processed where necessary to; 

- commence or pursue investigations of a potential ADRV, 

- to conduct or participate in proceedings of a potential ADRV, 

- to establish, exercise, or defend against any legal claims. 

FIB shall communicate the above information prior to or at the time for the collections of personal 

information. If FIB receives personal information from third parties, they shall communicate the above 

information to the person concerned as soon as possible, unless it has not already been given or would 

jeopardize the integrity of current anti-doping activities. 

FIB shall provide the information above in a manner and format which can be easily comprehended. 

Persons concerned by FIB’s processing of personal information shall receive a copy of the personal 

information processed on request, unless it would jeopardize the integrity of current anti-doping 

activities or impose a disproportionate burden on FIB. 

How FIB presently fulfills the procedures above are reflected in the Appendix. 

4.  Security breaches and complaints 

FIB shall investigate and respond to any security breaches or complaints as soon as possible (see 

Appendix). 

  



 

 

Appendix 
Procedures to protect privacy and personal information in anti-doping activities 
 

1.  Organization 

Privacy Protection Delegate 

FIB have appointed Ms Zinaida Belonoshko (zinaida.belonoshko@worldbandy.com) 

Third-party agents 

FIB have contracted IDTM for doping control operations. IDTM will use ADAMS for its processing 

of personal information and have provided contractual guarantees to comply with WADC, the 

International Standards and applicable law. This guarantee also includes their sub-contractors, 

including DCO’s. 

2.  Record of personal information processed 

WADA’s record 

To simplify the coordination of processed personal information between different Anti-Doping 

Organizations and maintain a high level of security in the protection of privacy, FIB upholds an 

agreement with WADA to use ADAMS for its most frequent processing of personal information. This 

includes the processing of personal information in relation to doping control operations, TUE’s and 

results management. 

The responsibility for ADAMS rests with WADA, who also upholds the necessary records (ISPPPI 

4.4).  

FIB’s record 

Area Data Disclosure * Retention time *** Purpose/criteria 

TUE 1) TUE applications 

(document) 
2) Suppl information 

(document) 

3) TUE decision 
(document) 

1) FIB’s Anti-Doping Manager 

FIB’s TUE Committee 
2) FIB’s Anti-Doping Manager 

FIB’s TUE Committee 

3) FIB’s Anti-Doping Manager 
FIB’s TUE Committee 

Athlete concerned  

1) 10 years (from 

decision date) 
2) 18 month (from 

expiry date) 

3) 10 years (from 
decision date) 

1) May be necessary in case 

of re-testing after expiry date 
2) Loses relevance unless of 

a re-application 

3) May be relevant in case of 
re-testing after expiry date 

Whereabouts List of persons who 
are included in RTP 

(name and nationality) 

FIB’s Anti-Doping Manager 
Players and NF’s concerned 

Published on FIB ‘s website 

Period of relevance 
(persons will be 

excluded when no 

longer in RTP) 

Necessary in order to apply 
the rules 

Doping control Doping control 
documentation 

FIB’s Anti-Doping Manager 
FIB’s General Secretary and 

FIB’s Doping Hearing Panel 

(eventually if potential ADRV) 

As of creation date: 
18 months (negative) 

10 years (ATF/AAF/ 

part of profiling 
program/stored for 

retesting) 

Long retention necessary 
with reference to multiple 

violations and retrospective 

analysis 

Results 
management 

Correspondence in 
relation to  

1) ATF and AAFs 

2) ADRVs and rulings 

1) FIB’s Anti-Doping Manager 
FIB’s General Secretary 

Athlete concerned 

2) FIB’s Anti-Doping Manager 

As of creation date: 
1) 10 years 

2) Indefinitely 

1) Necessary with reference 
to multiple violations 



FIB’s General Secretary 

Athlete concerned 

FIB’s Doping Hearing Panel 

CAS (if relevant) 
Law enforcement authorities (if 

relevant) 

2) Necessary for legal and 

precedential value 

Intelligence Intelligence notes from 
third parties, which 

may indicate a 

potential ADRV 

FIB’s Anti-Doping Manager 
FIB’ General Secretary 

NADO concerned ** 

WADA 
Law enforcement authorities (if 

relevant) 

As of creation date of 
the last note in each 

act: 

Period of relevance, up 
to 3 years  

Necessary in order to apply 
the rules 

Investigation Documentation when 
following up on 

intelligence received 

FIB’s Anti-Doping Manager 
FIB’s General Secretary 

NADO concerned ** 

WADA 
Law enforcement authorities (if 

relevant) 

As of creation date of 
the last note in each 

act: 

Period of relevance, up 
to 3 years 

Necessary in order to apply 
the rules 

*     FIB may also disclose personal information to other persons or organizations (typically to a NF or a sports doctor) based on consent. 

**   Disclosure to NADO’s, only if they are assessed as authorized to receive the information. 

*** Once retention time is passed, the corresponding personal information processed will be deleted, destroyed or anonymized within  

        three months. 

The record reflects a recent assessment of proportionality and relevance, not to include any irrelevant 

processing of personal information. 

Security measures 

All data referred to in FIB’s record of personal information processed are classified as sensitive, 

except the whereabouts document, which is generally available on FIB’s website in accordance with 

the applicable rules. 

The following security measures have been taken: 

Physical  Physical documents are stored in a locked cabinet, in a locked room (when not used) with no 
unauthorized access 

 Physical documents are distributed by registered mail 

 Computers are kept under strict surveillance by the Anti-Doping Manager and General Secretary, and 

when not transported or used stored locked in 

Organizational  Documents are available only for FIB’s Anti-Doping Manager and General Secretary 

 Personal information shall be correct, complete and up to date. Information found to be inaccurate, 
incomplete or excessive will, as appropriate, be rectified, amended, blocked or deleted as soon as possible  

Technical  Electronical documents are encrypted and provided with login 

 Computers are; 
- provided with login (also after a period of inactivity), 

- provided with adequate security software,  
- are closed from sharing data over Internet, and 

- are never connected to unreliable open networks  

 Electronical personal information is only distributed in mails as enclosed encrypted documents provided 
with login, never in the general text message. 

 Back-up routines, 
- secure the ongoing availability of all documents in the event of a physical or technical incident,  

- include two copies securely stored in different locations 

 

 

 

 

 



 

Basis for the processing 

FIB have its legal seat in Sweden, a country which has not yet adopted any specific law to support the 

processing of personal information for anti-doping purposes. However, a Government Committee 

have recently forwarded a proposal for a new law, “Act on data protection for anti-doping activities 

within sports”, which is planned to enter into force July 1, 2020.  

The proposal gives full support for Anti-Doping Organizations or third-part agents to fulfill their 

duties under the WADC and the International Standards. The proposal is now sent for referral.  

Meanwhile FIB bases its processing of personal information on informed consent, explicit consent for 

sensitive personal information. 

3.  Transparent processing of personal information 

Information about the processing 

To ensure that the persons concerned fully understands the information about the processing of 

personal information and their rights etc, FIB provide this information as a basis for the collection of 

their explicit consent. Thereby they are also given an opportunity to ask any questions they may have. 

The specified information is provided when they: 

 Are about to go through a doping control 

 Apply for a TUE 

 Have been included in the RTP 

Information about FIB’s anti-doping activities, athletes and support persons rights and responsibilities 

under the WADC and the International Standards and FIB’s processing of personal information also 

represent a vital part of FIB’s preventive information and education program. 

Requests for information 

Persons who request a copy of processed personal information will be provided with that and/or direct 

access to ADAMS, normally within 4 weeks. The information provided will not include information 

that would jeopardize the integrity of current anti-doping activities. 

4.  Security breaches and complaints 

Security breaches 

In the event of a security breach, FIB or their third part agent will investigate whether the rights and 

interest of any athletes or other persons have been affected. If so, Data Protection Authorities and the 

persons concerned will be informed about the nature of the breach as soon as possible. This 

information will also include remediation measures taken or to be taken. FIB will keep a record of any 

breaches. 

Complaints 

Any complaints received by FIB in relation to the processing of personal information will be dealt 

with as soon as possible, in a fair and impartial manner. FIB will do its utmost to clarify and/or 

remedy the situation. The response to the person concerned will also include information about his/her 

right to file a complaint to WADA, CAS and/or to the Data Protection Authorities. 


